








Appendix F

Email/Cell Phone Message User’s Guide

Your security system’s reporting capability can be used to send
reports to an email address or cell phone number in much the same
way as someone sending you an email would do. You can receive
reports of alarms, troubles, or system arming and disarming and
know at a glance your system status.

The following are types of messages that can be sent:

* Zone Alarms by Zone Name * Zone Troubles by Zone Name
* Zone Bypass by User * Armings (Closings) by User
* Disarming (Openings) by User * Late to Close

* System Low Battery

* Abort & Cancel by User

* AC Power (and restoral)
* Ambush
* Alarm Verified by User

For alarm messages, the message provides the system name, zone
name, zone number, message type, and the time at which the
panel sent the message.

* System Test

For alarm messages sent to a cell phone number, you have the
option to reply with “cancel” to cancel the existing alarm.
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From: John's Home System (mailto: AlarmAdmin@ABCSecurity.com)
Sent: Wednesday, October 07, 2009 8:33 AM

To: JohnSmith@myhome.com

Subject: Fire Alarm Message

The John's Home System has a **Fire Alarm** on the Hall Smoke Alarm.
Message sent at: 8:31 AM

From: John's Home System (mailto: AlarmAdmin@ABCSecurity.com)
Sent: Wednesday, October 07, 2009 9:01 AM

To: JohnSmith@myhome.com

Subject: Check-in Message

Cindy H has checked in at the John's Home System.
Message sent at: 9:00 AM

From: John's Home System (mailto: AlarmAdmin@ABCSecurity.com)
Sent: Wednesday, October 07, 2009 10:05 AM

To: JohnSmith@myhome.com

Subject: System Message

John's Home System has an AC Power Failure.
Message sent at 10:02 AM

Examples of email messages
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MyAccess™ Text Messaging Commands

Your system may be programmed to allow simple text messages to
be sent to the security system to perform basic user operations.
By texting a message from your cell phone or PDA, the following
actions can be performed: Arm/Disarm, Cancel Alarm, turn
Outputs On/Off, check Armed Status, Turn Lights On/Off, Lock/
Unlock Doors, and Set Thermostat.

The user that is texting commands to the system must have
the authority to perform the commands as if it occurred at the
keypad. The cell phone number and user numbers are setup during
programming.

After programming is completed, you will receive a welcome
message text from the panel. Write down the phone number that
the message comes from. This will be the number you use to text
user operations to the system.

Note: When texting commands listed below, the commands can be
either upper or lowercase.

A list of MyAccess SMS Text commands can be obtained by texting
“help” to the system phone number. Store this number in your cell
phone and write the number on the Quick Reference Wallet Card
located at the back of this manual.

Arming All Areas with Text Message Commands
1. Text message your system panel with the following

Arming Partial Areas with Text Commands
1. Text message your system panel with the following
command:
e SLEEP: To arm the perimeter and interior of a Home/
Sleep/Away system.
e HOME: To arm just the perimeter of a Home/Away/
Sleep system.
«  PERIM: To arm the perimeter of an All/Perimeter system.
e ARM “Area Number” or ARM “Area Name”: To arm specific
areas of an Area system.
The NAME should identify the area name. The NUMBER should
identify the area number. Names and numbers can be mixed. A
comma should be used to separate areas. If only ARM is sent, all
areas are armed.
If the system is already armed, you can arm it again only if you are
arming more areas than were originally armed.
Disarming All Areas with Text Message Commands
1. Text message your system panel with the following
command:
o DISARM: To disarm all areas.
Disarming Partial Areas with Text Message Commands
1. Text message your Area system panel with the following
command:
e DISARM “Area Number” or DISARM “Area Name”: To
disarm specific areas of an Area system.

command: The NAME should identify the area name. The NUMBER should
«  ARM, AWAY, or ALL: To arm all areas, depending on your identify the area number. Names and numbers can be mixed. A
system comma should separate the areas. If only DISARM is sent, all areas
will be disarmed.
If the system is already disarmed, you will receive a message
saying the system is already disarmed.
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Cancelling an Alarm with Text Messaging
While the alarm bell or siren sounds, you may choose to cancel the
alarm via text messaging.

1. If a valid alarm has not occurred, text CANCEL to disarm
the system and cancel the alarm.

Turning Outputs On/Off/Momentary with Text
Messaging
Allows you to set the state of any output to on, off, or momentary.

1. To set the Output to ON Steady, text ON followed by the
Output name or number. For example, to turn Output 3 on,
you would text: ON 3 or ON LIGHTS.

2. To turn the Output to OFF, text OFF followed by the Output
name or number. For example, to turn Output 3 off, you
would text: OFF 3 or OFF LIGHTS.

3. To turn the Output to ON MOMENTARY (the output turns on
for one second, and then off), text MOMENTARY followed by
the Output name or number. For example, to turn Output 3
to momentary, you would text: MOMENTARY 3 or MOMENTARY
LIGHTS.

Check Armed Status Text Command

Allows you to check the system armed status. If armed, the system
will send a message stating the type of system you have followed by
ON, such as ALL SYSTEM ON or HOME SYSTEM ON. If disarmed and
no open zones, the system will send SYSTEM READY. If disarmed
with open zones, it will send SYSTEM NOT READY followed by any
open zones. A message of AC POWER TROUBLE will indicate when
a power failure occurs. If in alarm or trouble, the system will send
ALARM ON or TROUBLE ON followed by up to 3 zone names that are
in alarm or trouble.

1. To receive the Armed Status, text: STATUS.
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Subscribe to Text Messages

Allows you to set which text messages you receive from the panel.
When your system is programmed to allow text messages, you will
automatically be subscribed to ALL as described below. To change
your subscription status, follow the instructions below for desired
messages.

1. Text the words SUBSCRIBE STATUS ALL to receive a text
message for all arming and disarming occurrences in
addition to any alarm.

2. Text the words SUBSCRIBE STATUS NONE to not receive a
text message for arming and disarming occurrences, but
still receive a text message for any alarm.

3. Text the words SUBSCRIBE STATUS OTHERS to receive a
text message for all arming and disarming occurrences
originating from other users, in addition to any alarm. This
option will send a text message for all arming and disarming
occurrences except for the ones you initiate at a keypad.

4. Text the word SUBSCRIBE to show the current subscription
status and the available subscription options.

XR500/XR100 User Guide 67



Frequently Asked Questions
This section attempts to answer questions you might have regarding system operation.

Q. If I bypass an exit delay door when | arm the system, will | get an alarm if | come through it later?

A. You will not get an alarm from the door because it is bypassed, but if you happen to walk through a motion detector space or other
armed door inside the premises an alarm activates.

Q. When | arm or disarm my Area system, ALL? NO YES displays. Does this mean all areas in the system?
A. Selecting YES arms or disarms all areas that are authorized for your user code.

Q. How do | create a schedule that starts at 8:00 AM on Monday and ends at 5:00 PM on Friday.

A. In the days of the week display, select MON (Monday). For the OPENING TIME?, enter 0 + 8 + 0 + 0 AM. For the CLOSING TIME?, at
the MON — : AM PM display, select MON; this scrolls through the days of the week. Stop at the day you want the schedule to end. Next,
enter 0 +5 + 0 + 0 PM into the FRI —: AM PM closing time display. Press COMMAND. Press the Back Arrow key to exit the User Menu.

This sets the opening time to 8:00 AM Monday and the closing time to 5:00 PM Friday. You can substitute any other day or time in this
example.

Q. What do | do if | want to be in the building past the scheduled closing (arming) time?

A. If your system is programmed for closing check, the keypad emits a steady tone prior to the system arming. During this tone, press
any Select key to display ENTER CODE: . Enter your user code and press COMMAND.

The keypad now displays 2HR 4HR 6HR 8HR. Select the number of hours to extend the schedule. If the system is not armed by the
scheduled closing time, a Late to Close report is sent to the central station. If the schedule is extended, a Schedule Change report may
be sent to the central station.
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Common Keypad Displays
Listed below are several keypad messages you may see on the display. Follow the instructions in the Possible Solutions column to

correct the problem. In many cases, you need to call a service person to correct the problem. Displays that are not discussed here
mean that your service representative should be called.

system.

Message Meaning Possible Solutions
The user has attempted a door access for an area the Change the user access areas if access to the area is
INVALID AREA . P Y | heeded. If access is not needed, the user cannot enter
are not assigned.
the area.
INVALID CODE The user code you entered is not recognized by the Check the user code and try again.

INVALID PROFILE

A user has attempted a function that is outside of the
assigned profile.

Check the user profile settings.

INVALID TIME

A user code assigned to a specific schedule has entered
outside of the valid schedule.

See Schedules and User Codes.

ENTER 2ND CODE

The area you are attempting to disarm or access is a
Two Man Area.

A second and different user code must be entered.

CLOSING TIME

The scheduled has expired but the area has not been
armed.

Users still on the premise should arm the system or
extend the schedule to a later time.

LATE TO CLOSE

The system was not armed at its scheduled closing
time.

Users still on the premise should arm the system or
extend the schedule to a later time.

FAILED TO EXIT

A user assigned the anti-passback option has attempted
to re-enter an area from which they did not exit
properly.

The user must exit the area through the proper door. If
not possible, your system administrator should select
the Forgive option in the User Codes menu.
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Symbols

2-Button Panic Keys 5
7/0 Panic Function 5
24-hour Status 12

A

Alarm Cancel 20, 22

Alarm Silence b, 20, 22, 25

Alarm Verify 22

All/Perimeter System
Alarm Silence b
Arming 18, 64
Disarming 19, 64
Shortcut Keys 18, 23
User Code 34

Ambush Codes 37

Anti-Pass Back 11

Anti Pass No 32

Aqualite™ Keypad 3
Panic Keys 5

Areas 11, 16

AREA LATE! 37

Area Names and Numbers Record 46

Area System
Alarm Silence b
Arming 16
Disarming 17

Armed Areas
Checking 17
Display 26

Armed Status 13

Arming 12, 14, 16
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Index
All/Perimeter System 18, 64
Area System 16, 63
Bypassing Zones 14
Home/Sleep/Away System 20, 64
Key Fob 16
Quick Arming 17
Selective 14
Shortcut Keys 18, 20
System 16

B

Back Arrow (<—) Key 6

Backlighting 8

Brightness 8

Browser 13
Add User Codes 35, 57
Add User Profiles 31, 58
Bypass Zones 28, 56
Change User Codes 35, 57
Change User Profiles 32, 59
Delete User Codes 36, 58
Delete User Profiles 32, 59
Output Group 33, 60
Output On Off 26, 60
Zone Monitor 29, 56
Zone Status 27, 55

Bypass Zones 14, 27
Browser 56

C
Cancel Alarm b, 20, 22, 67
Card Plus PIN (XR500E) 44
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Central Station Monitoring 12
Clear Touch™ Keypad

Panic Icons 5
CLOSING TIME! 37
COMMAND (CMD) Key 6
Common Keypad Displays 66, 69

D
Data Entry Keys 6
Date and Time 42
Disarming 12
All/Perimeter System 19, 64
Area System 17, 63
Card Reader 17
Entry Delay 64
Home/Sleep/Away System 21, 64
Key Fob 16
Quick 18
Selective 17
System from Keypad 18
Display Events 42, 43, 51
Arming and Disarming 52
Door Access 53
Schedule Change 54
Supervisory 52
System Monitor 53
User Code Change 52
Wireless Jamming 54
Wireless Trouble 54
Zone 52
Zone Bypass 52
DMP Wireless 9, 62
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Door Access 11, 25, 53
Disarming 17
Door Strike 63

E

Easy Entry™ User’s Guide 63
Emergency Evacuation 2
Entering User Names 61
Entry Delay 64

Entry Zone 12

Event Displays 43, 51

Exit Zone 12

Extending Schedules 22, 42

F

Failure to Exit 36

False Alarms 1

Fault 12

Fire Drill 43

Forgive Failure to Exit 36
Frequently Asked Questions 68

H

Holiday Date
Record 50
Setting 41

Home/Sleep/Away System
Alarm Silence b, 22
Arming 20, 64
Disarming 21, 64
Shortcut Keys 20, 23
User Code 34

How Your System Operates 14

Index

I
Instant Arming 19
Instant Zone 12

K
Keypad
2-Button Panic Keys 5
Backlighting 8
Common Displays 69
Displays 10
Key Definitions 6
LEDs 4
Multi-lingual Display 7, 24
Record 44
Select Keys 4
Shortcut Keys 23
Tones 8
Types 3
User Menu 1
User Options 6, 8
Volume 8
Wireless Displays 10
Key Fob 9, 45, 62
Arming 16
Button Layout 9
Button Programming 45
Disarming 16
LED Operation 62
Status Table 62
User Record 45

L
LCD Keypad 1
LED Operation 4, 5, 62
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M
Monitoring 12
Multi-lingual Display 7, 24

o)

Options 8

Outputs On Off 26
Browser 60

Output Groups 31
Browser 60

Output Relay Record 50

P
Pager Direct™ 65
Panic Zone Test (XR500 Series) 30
PIN (XR500E) 34
Power LED 4, 5
Profiles 30
Adding 31, 58
Changing 31, 59
Chart 33
Deleting 31, 59
User Profile Record 47

Quick Arming 17
Quick Disarming 18

R
Re Arm Delay 32

S
Schedules 17, 37
Door 38
Extending Schedules 11, 22, 42

Extend (EXT) 38
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Holiday (HOL) 38
Output (OUT) 38
Record 49
Setting Holiday ABC Schedules 40
Setting Output and Door Schedules 39
Setting Shift Schedules 38
Shift (S1, S2, S3, S4) 38
Shift Time Access 32

Security System Terms 11

Select Keys 4

Sensor Reset 25

Service Request 43

Shift Time Access 32

Shortcut Keys 18, 20, 23, 25, 28
Arming Function 18, 20, 23
Monitor (Chime) Function 23, 28
Sensor (Fire) Reset Function 23, 25

Silence Alarm b, 25

Status 12

Status List 12

System Setup Record 44

System Status 29

System Test 1, 29

T
TEMP CODE 32
Thinline™ Keypad 4, 5
LEDs 3
Panic Keys 5
Tone 8

U
User Codes 34
Adding 34, 57
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Changing 35, 57
Deleting 36, 58
Names 34, 61
Numbers 34
Record 48

User Disarm and Entry 10, 61

User Menu Options 24
Alarm Silence 25
Armed Areas Display 26
Bypass Zones 27
Door Access 25
Outputs On Off 26
Sensor Reset 25
System Status 29
System Test 29
Zone Monitor 28
Zone Status 27

User Options 8

User Profiles 30, 34
Adding 31, 58
Changing 31, 59
Chart 33
Deleting 32, 59
Record 47

\")
Verify Alarm b, 20, 22
Volume 8

w

Wireless 9, 62
Jamming Event Display 54
Trouble Event Display 54
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Browser 56

Zone Status 13, 27
Browser 55
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